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ABSTRACT

This paper reports on recent research in the area of multibiometric authentication. After
outlining the motivation behind this extension of conventional biometrics to incorporate
multiple biometric identifiers, the main part of the paper gives a comparative overview of
the different architectures of multibiometric systems. In the last part of the paper, I discuss
the effects of multibiometrics on the user, before I come to a final conclusion.

1. INTRODUCTION

In recent years, biometric authentication has seen considerable improvements in reliability
and accuracy, with some biometrics offering reasonably good overall performance (see [1]
for a comparative survey of state-of-the-art biometric authentication technology). Howev-
er, even the best biometrics to date are still facing numerous problems, some of them
inherent to the technology itself. In particular, biometric authentication systems generally
suffer from enrollment problems due to non-universal biometric traits, susceptibility to
biometric spoofing or insufficient accuracy caused by noisy data acquisition in certain
environments.

Multibiometrics are a relatively new approach to overcome those problems. Driven by
lower hardware costs, a multibiometric system uses multiple sensors for data acquisition.
This allows it to capture multiple samples of a single biometric trait (called multi-sample
biometrics) and/or samples of multiple biometric traits (called multi-source or multi-
modal biometrics). In this paper, we will focus on multi-source biometrics, although most
of the research results reported in this paper also apply to multi-sample systems.

“Multi Modal Technology makes Biometrics work™ — so states the title of a recent press
release from Aurora Defense [7]. Many other biometric vendors jump on the same band-
wagon: multibiometrics is definitely a hot technology. And indeed, multibiometric sys-
tems promise significant improvements over single biometric systems, for example higher
accuracy and increased resistance to spoofing. They also claim to be more universal by
enabling a user who does not possess a particular biometric identifier to still enroll and
authenticate using other traits, thus eliminating enrollment problems.

But can multibiometrics live up to the hype? At a first glance, incorporating multiple
biometrics into one system appears to be a very intuitive and obvious concept. But as
described in the next chapter, there are very different ways to actually combine multiple
sources of information to make a final authentication decision. Information fusion strate-
gies range from simple boolean conjunction to sophisticated statistical modeling.
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Without going into the mathematical details, this paper reports on selected recent ap-
proaches. Our goal is to analyze how well multibiometric systems are able to keep up with
the vast promises made by their advocates.

2. SYSTEM ARCHITECTURES COMPARED

As suggested in the literature (e.g. [3] or [4]), multibiometric systems are categorized into
three system architectures according to the strategies used for information fusion:

e Fusion at the Feature Extraction Level
e Fusion at the Matching Score Level
e Fusion at the Decision Level
That is, we classify the systems depending on how early in the authentication process the

information from the different sensors is combined. Biometric authentication is a chain
process, as depicted in Figure 1 (see [2] for a more detailed explanation):

Template
Sensor Feature Feature . o
Extraction Matching Decision

Figure 1: Authentication Process Flow

Fusion at the feature extraction level stands for immediate data integration at the begin-
ning of the processing chain, while fusion at the decision level represents late integration
at the end of the process.

The following sections describe each of these architectures in detail and report on related
research activities.
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2.1 Fusion at the Feature Extraction Level

In this architecture, the information extracted from the different sensors is encoded into a
joint feature vector, which is then compared to an enrollment template (which itself is a
joint feature vector stored in a database) and assigned a matching score as in a single

biometric system (see Figure 2).

Sensor Feature Feature
Data 1 Extraction Vector 1
Joint
Fusion Feature Matching Decision
Vector
Sensor Feature Feature
Data 2 Extraction Vector 2

Figure 2: Fusion at the Feature Extraction Level

Even an extensive literature search did not reveal any significant recent research on this
fusion strategy. This suggests that fusion at the feature extraction level is much less
preferable than the other two strategies. I can identify two main problems with this ap-
proach:

o the feature vectors to be joined might be incompatible (e.g. due to numerical prob-
lems), or some of them might even be unavailable (e.g. in cases where the user
does not possess all biometric identifiers). While the first issue might be resolved
by careful system design, leading to a very tightly coupled system, the second one
will cause the enrollment problems we already know from single biometric sys-
tems.

e score generation is problematic: even in a single biometric system, it is difficult to
find a good classifier, i.e. to generate a representative score based on the matching
of feature vector and enrollment template. But for the high-dimensional joint fea-
ture vectors in a multibiometric system, it is even more complicated. As pointed
out in [6], the relationship between the different components of the joint feature
vector may not be linear.
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2.2 Fusion at the Matching Score Level

In a multibiometric system built on this architecture, feature vectors are created inde-
pendently for each sensor and then compared to the enrollment templates, which are
stored separately for each biometric trait. Based on the proximity of feature vector and
template, each subsystem now computes its own matching score. These individual scores
are finally combined into a total score, which is handed over to the decision module. The
whole process is shown in Figure 3:

Template
1

. Total L
Fusion Decision
Score

Sensor Feature Feature Matchin
Data 1 Extraction Vector 1 9
Sensor Feature Feature Matchin
Data 2 Extraction Vector 2 9
Template
2

Figure 3: Fusion at the Feature Extraction Level

The process flow inside a subsystem is the same as in a single biometric system, thus
allowing the use of proven algorithms for feature extraction and matching.

A very elegant example for this fusion strategy has recently (2002/2003) been presented
by Ross and Jain in two research papers ([4] and [5]):

They incorporate facial scan, fingerprint verification and hand geometry scan into a
common authentication system, using well-known methods for each identifier (eigenfaces
for the facial scan, minutiae patterns for the fingerprint system and commonly used hand
geometry features).
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Matching scores for the three modalities are then normalized and combined using one of
the following strategies:

e The Sum Rule is to take the weighted average of the scores.

e The Decision Tree strategy uses a sequence of threshold comparisons on the dif-
ferent scores to make an authentication decision. According to the authors, the
thresholds were computed using the tree based machine learning software C5.0 to
maximize information gain for each comparison.

e The Linear Discriminant Analysis transforms the 3-dimensional score vectors in-
to a new subspace, in which the separation between the classes of genuine user
scores and impostor scores is maximized. The optimal parameters for this trans-
formation are calculated in advance based on a training data set. The output score
is defined as the minimum distance to the centroids of the two classes, using a spe-
cial metric, the Mahalanobis distance.

Based on experimental results, the authors make the observation that the sum rule
achieves the best performance. Most importantly, they further extend the sum rule using a
really new approach: they suggest applying user-specific weights to the individual traits to
be combined as well as using user-specific threshold levels for making the final authenti-
cation decision.

The authors also present the corresponding learning rules: initially, equal weights are
assigned to each biometric trait, which are then varied after each use to minimize the sum
of the false accept and false reject error rates. For the thresholds, each user’s cumulative
histogram of impostor scores for the different biometric identifiers is used. Unfortunately,
the authors do not give further details, neither do they present alternative learning rules,
which might perform even better, e.g. neural networks or other machine learning ap-
proaches.

Nevertheless, this strategy of user-specific weights is certainly the best solution I have
seen so far to deal with non-universal biometric traits and enrollment problems. If a user
does not posses a certain biometric identifier or shows only weak characteristics, the
corresponding weight can be adjusted to a small value.

The final question to be answered is whether this approach really leads to a higher accura-
cy. And indeed, the experimental data that the authors provide suggests pretty good
performance for the combination of all three biometric identifiers. However, it is not
significantly better than the best fingerprint systems tested in [8]. This might be due to the
fact that the individual subsystems used in this experimental system are rather weak,
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especially their hand geometry verifier. We can therefore hope to achieve even better
performance when combining top-of-the-line verifiers for each biometric trait.

2.3 Fusion at the Decision Level

In this fusion strategy, a separate authentication decision is made for each biometric trait.
These decisions are then combined into a final vote, as shown in Figure 4:

Template
1

Yes/No
Decision

Sensor Feature Feature Matchin Decision
Data 1 Extraction Vector 1 9

1

Fusion

Yes/No
Decision
2

Sensor Feature Feature Matchin Decision
Data 2 Extraction Vector 2 g
Template
2

Figure 4: Fusion at the Decision Level

Fusion at the decision level is a rather loosely coupled system architecture, with each
subsystem performing like a single biometric system. This architecture has therefore
become increasingly popular with biometric vendors, often advertised under the term
“layered biometrics”. The emergence of biometric standards like BioAPI ([9]) has further
supported this concept.

Many different strategies are available to combine the distinct decisions into a final
authentication decision. They range from majority votes to sophisticated statistical meth-
ods (e.g. as described in [6]). In practice, however, developers seem to prefer the easiest
method: boolean conjunctions.
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The renowned BioNetrix Authentication Suite, for example, offers the following combina-
tion strategies (among others; see [ 10] for the full list):

e the AND rule requires a positive decision from all verification modules. While this
will certainly lead to low false authentication rates, it will also result in high false
rejection rates.

e the OR rule attempts to authenticate the user using one biometric trait. If this fails,
he is offered another attempt with another verification module. This policy is trad-
ing a low false rejection rate for a high false authentication rate.

e a very interesting rule is the RANDOM rule, where a biometric trait is randomly
chosen. Although this is a very simplistic idea, it can definitely make it harder for
intruders to spoof the system. But it comes without the inconvenience of a multi-
level data acquisition for each authentication attempt.

Fusion at the decision level occurs at a very late stage of the authentication process. We
can therefore assume that it does not show the same potential to improve the overall
system performance as fusion at the matching score level. Only under very specific
conditions, accuracy improvements can be guaranteed [3]. As Daugman shows, if these
conditions are violated by using biometric tests which differ significantly in their perfor-
mance, their combination at the decision level can even lead to serious performance
degradation.

3. EFFECTS OF MULTIBIOMETRICS ON THE USER

So far, we have only dealt with the internal architecture of a multibiometric system. The
effects of multibiometrics on the user are not discussed in any of the references I have
found. In [3], Hong et al. even make the amusing statement: “Finally, we assume that
offering multiple biometric identifiers presents a negligible inconvenience to the user”.

Is this assumption justified? Are multibiometrics only a “negligible inconvenience”? First
and foremost, I can see major privacy issues tied to multibiometrics. In a multibiometric
system, the user has to reveal a whole spectrum of biometric identifiers, with all of them
being stored in the template database after the initial enrollment. The user profiles stored
in such a database are therefore significantly more comprehensive than in a single bio-
metric system. Hence, it becomes a very attractive target for identity thieves. Biometrics
vendors repeatedly claim that the original data can not be restored from the enrollment
templates. However, we have no way of verifying, since the feature extraction algorithms
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are always proprietary and never made available to the public. And in fact, there are
commercially available systems for which the contrary has been shown (e.g. in [12]).

In traditional password-based authentication, a user can simply choose a new password
once the old one has been compromised. It is a major problem of biometrics that most
biometric identifiers cannot be changed. If, for example a fingerprint is compromised, you
cannot just get a new one. In this case, you would need to switch to another biometric
identifier, e.g. use another finger. But in a multibiometric system, this one might be
compromised as well, which makes the problem even more severe.

Another problem I can clearly identify is the inconvenience of a multi-level data acquisi-
tion process to the user. The different biometric identifiers can either be obtained sequen-
tially or simultaneously, but both ways have their disadvantages: if they are acquired one
after another, it will take considerably more time for users to authenticate and thus reduce
productivity. On the other hand, if you have already used biometric systems, you know
that these rely on good data quality and are therefore sensitive to factors like positioning,
clarity of voice, etc. It might be a challenge to provide good samples for multiple bio-
metric identifiers at the same time. Imagine how funny it would look if a user tried to
position his thumb on the scanner, while at the same time rotating his head to pass the face
recognition.

Of course, not all multibiometric systems will be equally affected by the problems men-
tioned above. A good system design as well as a careful choice of the biometric traits to be
used can certainly alleviate some concerns. And we should not forget about the obvious
advantages which multibiometric systems may offer to the user, such as lower failure-to-
enroll rates and higher accuracy of authentication. It is still too early to predict whether
these will be sufficient to make users accept the inconveniences. But in any case, all
possible effects on the user should be discussed openly. At the moment, this is still not
happening, with adverse affects being left out as pointed out at the beginning of this
chapter.
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4. CONCLUSION

“Multi Modal Technology makes Biometrics work™ — this was the advertising slogan that
we have started with. We have discussed several different approaches to multibiometric
systems. And indeed, we have encountered interesting attempts to alleviate some of the
problems from which conventional biometric systems still suffer. The most promising
recent research is certainly the information fusion at the matching score level involving
user-specific weights and threshold levels, as suggested by Ross and Jain. This approach
might have the potential to finally get rid of the nasty enrollment problems and at the same
time improve accuracy of authentication.

Furthermore, it is obvious that the simultaneous acquisition of multiple biometric identifi-
ers makes it a lot harder for an impostor to spoof the system by presenting artificially
created samples.

However, we do not get those benefits for free: multibiometric systems are less cost-
effective, and they have significant effects on their users. Some of these could in fact lead
to reduced user acceptance: especially the privacy issues and the inconvenience of multi-
level data acquisition might cause acceptance problems.

Many of the promising architectures for multibiometric systems are still at an experi-
mental stage. Currently available multibiometrics are mainly layered, featuring only loose
coupling between the different subsystems, sometimes even with different user interfaces.

It is now up to the developers and vendors to present truly integrated solutions with higher
accuracy and at the same time improved ease of use, despite multiple biometric identifiers
being acquired.
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